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Terms and Conditions
Automated Personal Data Processing is processing personal data via computer aids.

Personal Data Blockage is suspension in personal data processing (except processing for personal data specification).

Personal Data Info System is collection of personal data in databases, IT and hardware for its processing.

Personal Data Depersonalization is activity against, without using extra info, assigning personal data to a specific personal data subject.

Personal Data Processing is any action (operation) or activity (operations), with or without automation equipment, to personal data, including personal data collection, recording, systematization, accumulation, storage, specification (updating, editing), extraction, usage, transfer (spread, granting, access), depersonalization, blockage, deletion and erasure.

Operator is a state structure, municipal authority, legal entity, or individual, separately or jointly with other persons arranging and/or effecting personal data processing, setting personal data processing aims, structure of personal data to be processed, actions (operations) done to personal data.

Personal Data is any info related directly or indirectly to a specific or specifiable individual (personal data subject). 

Personal Data Disclosure is activity for disclosing personal data to a specific individual or individuals.

Process is specifically designed structured activities.

Personal Data Spread is activity for disclosing personal data to unspecified individuals.

Personal Data Deletion is activity against restoring personal data content in a personal data info system and/or involving personal data material object destruction.

1 Basic Provisions
1.1 Document’s Aim and Scope
The given Personal Data Processing Policy at CB “ROSPROMBANK” (Co. Ltd.) hereunder as the Policy is a document by CB “ROSPROMBANK” (Co. Ltd.) hereunder as the Bank, outlining conceptual bases and personal data (PD) processing guidelines at the Bank. 
The Policy is set to comply with Russian Federation legislation in PD processing, aimed at protect PD subject rights and liberties in their PD processing. 
The Bank as an operator:

· effects PD processing;

· aims PD processing;

· structures PD to be processed under provisions of effective Russian Federation acts;

· specifies PD activity (operations) under provisions of effective Russian Federation acts.
The given Policy covers all PD processes at the Bank and all persons, technical and other aids active in the given processes. 
PD processes are inseparable from business and technological processes in the Bank’s day-to-day activity.

The given Policy’s conceptual basis is the process approach via the Plan – Do – Check – Act model.

Usage of the Bank’s services and PD subjects’ interaction with the Bank for their PD processing means PD subjects’ unconditional agreement with the given Policy.
The Bank’s priority in PD processing is good faith, compliance with applicable Russian Federation legislation and effecting citizens’ constitutional privacy rights.

The given Policy takes effect on its approval by the Bank’s VP. All Bank employees shall follow the given Policy provisions in PD processing and unconditionally meet its requirements on the Policy’s effectiveness.
Under Part 2, Clause 18.1, Federal Law of 27 July, 2006 No. 152-FZ «On Personal Data» the given Policy is published on the Bank’s website (http://www.rosprombank.ru/) for public access to the given document.
1.2 Sources of Personal Data Processing Legal Control
Sources of PD processing legal control, used in designing the given Policy and providing PD processes, are:

· Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data of 28 January, 1981;
· Russian Federation Constitution;
· Russian Federation Penal Code;

· Russian Federation Administrative Infraction Code;

· Russian Federation Labor Code;

· Federal Law of 19 December, 2005 No. 160-FZ “On Ratification of the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data”;

· Federal Law of 22 October, 2004 No. 125-FZ “On Archiving in the Russian Federation”;

· Federal Law of 27 July, 2006 No. 152-FZ “On Personal Data”;

· Federal Law of 27 July, 2006 No. 149-FZ “On Information, IT and Information Protection”;

· Federal Law of 2 December, 1990 No.395-1 “On Banks and Banking”;

· Russian President Decree of 6 March, 1997 No. 188 “On Approval of Confidential Information List”;

· Russian Federation Government Decree of 17 November, 2007 No. 781 “On Approval of Provision on Securing Personal Data in its Processing in Personal Data Info Systems”;
· Russian Federation Government Decree of 15 September, 2008 No. 687 “On Approval of Provision on Nonautomatic Personal Data Processing Peculiarities”;
· Order by FSTEK of Russia, FSB of Russia and the Russian Information and Communication Ministry of 13 February, 2008 No. 55/86/20 “On Approval of Order of Classifying Personal Data Information Systems”;
· Order by the Federal Communications and Media Supervisory Service of 19 August, 2011 No. 706 “On Approval of Recommendations for Completing Personal Data Processing (Intended Processing) Notice Blank”.
2 Bank’s Personal Data Processing Guidelines
The Bank’s PD Processing follows the following guidelines:

- legality  
PD is processed under applicable Russian Federation legislation via any legal processing method and type;
- legitimate purpose correspondence 
PD processing is limited by specific, predefined aims;

- independence (data isolation) 
Uniting databases with PD processed for mutually incompatible aims is forbidden;
- rational adequacy 
Only PD with content and volume meeting their processing aims no longer than required by PD processing aims is to be processed;
- relevance 
PD processing features PD accuracy and relevance;
- systematics 
PD processing features registration of all correlated, interacting elements and factors in PD processing;
- complexity 
PD processing features agreed, weighted application of heterogeneous PD processing approaches, methods and means;

- planning and control 
PD processing is plan-based with periodic reporting;

- succession and improvement 
PD processing means improving approaches used, based on succession of organizational, technical and technological decisions for PD processing;
- personal responsibility 
Each Bank employee (division) is responsible for PD processing within their powers;

- authority minimization 
Bank employees (divisions) are given only minimal PD processing access for operational reasons.
3 Bank’s Personal Data Processes
3.1 Personal Data Subjects
The Bank processes PD of the following PD subject types:

- applicants 
PD subjects seeking the Bank’s job;

- Bank employees 
PD subjects working at the Bank under the Russian Federation Labor Code;

- Bank clients:


- individuals in contract and civil relation to the Bank (borrowers, depositors, account holders, payment card holders, etc.);


- individuals as beneficiaries in Bank client transactions mentioned above.
3.2 Personal Data Processing Aims
Bank PD processing aims to:

· arrange the Bank employees workflow and effecting the Russian Federation labor legislation;

· provide the Bank clients with financial services.
3.3 Personal Data Processing tasks
Bank employee PD processing serves the following tasks:
· provision of Bank employees workflow;

· effecting the Russian Federation labor legislation to Bank employees;

· provision of Bank employee security;

· arrangement of business trips;

· arrangement of extra learning (advanced training courses, etc.);

· compliance with Russian Federation legislation in taxation, compulsory insurance, military duty and service.
Bank client PD processing serves the following tasks:

· opening and managment of bank accounts of individuals and legal entities as Bank clients;

· settlement of bank accounts by order from Bank clients;

· collection of cash, bills, payment and settlement documents and Bank client cash servicing;

· transfer of cash by Bank client order without opening banking accounts (except mail orders);

· effecting Russian Federation legislation in anti-corruption, illegal profit laundering, and terrorism financing.
3.4 Personal Data Processing Types
The Bank processes PD with and without automation equipment, including:

· PD collection (acceptance) by authorized Bank employees, with PD subjects or their legal representatives (legal entities or individuals) as PD acceptance sources;
· PD recording, systematization, accumulation and storage by authorized Bank employees via transferring PD to material objects and/or Bank info systems;
· PD specification (updating, editing) by authorized Bank employees during PD subject or their legal representative’s application to specify or edit PD via editing PD saved on material objects and/or Bank info systems; 
· PD transfer (granting) by authorized Bank employees for predefined and legal aims in PD processing or in cases provided by applicable Russian Federation legislation;

· PD extraction, usage, depersonalization by authorized Bank employees for predefined and legal aims in PD processing or in cases provided by applicable Russian Federation legislation;
· PD blockage, deletion and erasure by authorized Bank employees as required by Russian Federation legislation after completion of PD processing aims or by application from a PD subject or their legal representatives, under applicable Russian Federation legislation.
The Bank doesn’t spread PD.

3.5 Personal Data Processing Security
The Bank secures PD processing via providing and effecting necessary legal, organizational and technical measures to include:

· detection of PD security threats in its processing in personal data info systems (PDIS);

· application of organizational and technical measures for PD security in its PDIS processing;

· application of info protection means (certified as required by info security) properly passing the conformance evaluation procedure;

· efficiency rating of PD security measures prior to launching PDIS;

· registration of PD material objects;

· detection of PD unauthorized access and measure taking;

· restoration of PD modified or destroyed due to its unauthorized access;

· arrangement of access rights to PD processed in PDAS and registration of all activity to PD in PDAS;

· control of PD security measures.

4 Personal Data Processing Roles and Liability
4.1 Personal Data Processing Roles
Guidance of PD process arrangement and responsibility for Bank PD processing is assigned to position
 (hereunder as PD Processing Manager).
Guidance of PD security process arrangement and responsibility for securing Bank PD is assigned to position
 (PD Security Manager hereunder).
The PD Processing Manager:

· guides Bank PD process arrangement generally;

· plans events in Bank PD processing;

· arranges and/or does Bank PD processing regularly;

· controls conformity to Bank PD processing guidelines, orders and rules;

· investigates Bank PD processing guideline, order and/or rule violations;

· registers events in Bank PD processing;

· interacts with PD subjects in Bank PD processing;
· interacts with an authority in PD subject right protection.

The PD Security Manager:

· guides Bank PD security arrangement generally;

· plans events in Bank PD security;

· arranges and/or provides Bank PD processing regularly;

· controls conformity to Bank PD security guidelines, orders and rules;

· investigates Bank PD security guideline, order and/or rule violations;

· registers events in Bank PD processing;

· interacts with a federal executive body authorized in security provision and/or a federal executive body authorized in counteraction to technical intelligence and technical info protection within their competence.

4.2 Legal Irregularity Liability
Non-compliance with Russian Federation legislation in PD processing, including its protection, involves liability under the following Russian Federation legal acts:
· Russian Federation Labor Code:
Clause 90. Liability for Violating Regulations in Employee PD Processing and Protection 

 Persons guilty of breaking regulations in employee PD acceptance, processing and protection are subject to disciplinary and material liability under the given Code, other federal laws, and to civil, administrative and criminal liability under federal laws.

· Russian Federation Administrative Infraction Code:

Clause 13.11. Violation of Legal Order for Citizen Information (PD) Collection, Storage, Usage and Spread
 Breaking legal order of citizen info (PD) collection, storage, usage or spread involves a warning or administrative fine of 500 to 1,000 rubles for officers and 5,000 to 10,000 rubles for legal entities. 

Clause 13.12. Info Protection Rule Violation
 2. Usage of uncertified info systems, data banks and bases and uncertified info protection means if due for obligatory certification (except state secret protection means) involves an administrative fine of 500 to 1,000 rubles with or without uncertified info protection means confiscation for citizens; 1,000 to 2,000 rubles for officers, 10,000 to 20,000 rubles with or without uncertified info protection means confiscation for legal entities.

Clause 13.13. Illegal Enterprise in Information Protection
 1. Info protection (except state secrets) without properly getting a special permit (license) if obligatory by federal law involves an administrative fine of 500 to 1,000 rubles with or without info protection means confiscation for citizens; 2,000 to 3,000 rubles with or without info protection means confiscation for officers; 10,000 to 20,000 rubles with or without info protection means confiscation for legal entities.

Clause 13.14. Disclosing Limited Access Info 

Disclosing info with access limited by federal law (except such info disclosure involving criminal liability) by a person with such info access on duty or due to their professional obligations, except as provided by Part 1, Clause 14.33 of the given Code, involves an administrative fine of 4,000 to 5,000 rubles for officers.

Clause 19.5. Overdue Non-compliance with a Direction (Regulation, Presentation, Resolution) of a State Supervisory Authority (Officer)

 1. Overdue non-compliance with a legal direction (regulation, presentation, resolution) of a state supervisory body (officer) on legal irregularity removal involves an administrative fine of 300 to 500 rubles for citizens; 1,000 to 2,000 rubles or disqualification up to 3 years for officers; 10,000 to 20,000 rubles for legal entities. 

2. Overdue non-compliance with a legal direction, resolution of a body authorized in export control or its territorial body
 involves an administrative fine of 5,000 to 10,000 rubles or disqualification up to 3 years for officers; 200,000 to 500,000 rubles for legal entities. 

Clause 5.39. Information Submission Refusal
Subtraction to provide a citizen and/or organization with info due to be submitted by federal laws, its overdue submission or knowingly inadequate info submission involves an administrative fine of 1,000 to 3,000 rubles for officers.

· Russian Federation Penal Code:

Clause 137. Privacy Invasion 

 1. Illegal collection or spread of individual personal data as their private or family secret without their consent or publishing this data in a speech, performance or mass media involves a fine of up to 200,000 rubles, or the size of a convict’s wage, or other income for up to 18 months, or community service of 120 to 180 hours, or correctional work for up to 1 year, or arrest of up to 4 months, or incarceration of up to 2 years with disqualification from certain positions or activity of up to 3 years. 

2. The above mentioned actions by an officer on duty involve a fine of 100,000 to 300,000 rubles, or the size of a convict’s wage or other income for 1 to 2 years, or disqualification from certain positions or activity of 2 to 5 years, or arrest of up to 4 to 6 months, or incarceration of 1 to 4 years with disqualification from certain positions or activity of up to 5 years. 

Clause 140. Refusal to Provide a Citizen with Information 

 Subtraction of an officer to submit properly collected documents and materials affecting citizen rights and liberties, or providing them with incomplete or knowingly false info, if this activity wronged citizen rights and legitimate interests, involves a fine of up to 200,000 rubles, or a convict’s wage or other income for up to 18 months, or disqualification from certain positions or activity for 2 to 5 years.

Clause 272. Computer Information Unauthorized Access 
 1. Unauthorized access to legally protected computer info, that is machine-readable medium info, in a computer, computer system or network, if this action involved info destruction, blockage, modification or copying, disfunction of a computer, computer system or network, involves a fine of up to 200,000 rubles, or the size of a convict’s wage or other income for up to 18 months, or community service for 120 to 180 hours, or correctional work for up to 1 year, or incarceration for up to 2 years.

2. The above mentioned action by a group by previous concert, or an organized group or a person overusing their position with equal access to a computer, computer system or network involves a fine of 100,000 to 300,000 rubles or the size of a convict’s wage or other income for 1 to 2 years, or community service for 180 to 240 hours, or correctional work for up to 2 years, or arrest for 3 to 6 months, or incarceration for up to 5 years.
5 Policy Amendment
The Bank may unilaterally amend the given Policy due to additions (editions) of the Russian Federation legislative base, Bank development and/or PD processing condition change. In amending, an effective version features the latest addition (edition) date, and the document features a new version. The new Policy version takes effect on its approval, if otherwise is provided by the new Policy version.

6 Contact Info
For effecting the given Policy or PD subject rights, address 35/2 Myasnitskaya St., Moscow 101990, Russia. Email: info@rpb.ru (with the “PD” subject), phone: +7 495 9671780.

� Order of __.__.20__. No. __


� Order of __.__.20__  No. __


� Federal Communications and Media Supervisory Service  (Roskomnadzor)


� Federal Technical and Export Control Service (FSTEK of Russia)
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