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KoHuenuusa HoBoro nokoneHns 6aHkuHra -—
baHk 4.0
(ybepusauna dpuHaHcos). ([naBa 6)

B coBpemeHHon nutepatype: Kpuc CkuHHep
“Digital bank”, BpeTT KuHr “bark 2.0” n “baHk 3.0”
— BeayLme 3KCnepTbl rOBOPAT O TOM, YTO, B6aHK
AOIMKEH CTaTb OTKPbITOW NnaTtdopmon ¢
OTKpbITbIM API ons nHterpayum craptanos, ¢
OTKPbITbIMW A@HHLIMMW U BbICTYNaTb
00beANHAILWNM 3BEHOM 114 COL, CETEN, Urp U T.
A.

A cMOTpIO Ha PUHAHCOBLIN PbIHOK Yepes Npuamy
Onok4yerHa, T. K. nocrnegHue rogbl NOCBATUN
CBOE BPEMS aKTMBHbIM UCCNeSOBaHNSAM U
aKcnepumMmeHTam B aTon cpepe. U ¢ yyetom
KOMMYHMKaLMK C BeQyLWnMKN aKcnepTamu B
duHaHcoBow u fintech- oTpacnu, y meHs
CNoXunacb KapTUHKa, Kak MOXeT BbIrMaaeTb
MoAenb PUHaAHCOBOro MHCTUTYTa Byaywero. OH
OyaeT npeacTaBneH BbIMMA4eTb B BUAE Tpex
CNnoeB.:

- B hyHOaMeHTE -— BNOKYENH, Kak
OTKpbITaa nNnaTgopma, BbIMOMNHAKLWAN posib
npoLeccuHra, reHepauumn c4eToB U PMHAHCOB

- cnefyoLwmnn cnonm —- pon NPoeKkToB,
TpaHcopMupyroLwmx 6usHec busHec-mogens:
BMECTO KpeauToBaHus 6aHkoM -— p2p-
KpeautoBaHue, cTpaxoBaHue, busHec-moaenu,
OCHOBaHHbIE€ Ha AaHHbIX, penyTauMOHHbIE U
CKOPWHIOBbIE CUCTEMBI. ..

- 3aBepLiarLwmm crioem: OU3HecHI,
paboTarowme ¢ UHTEPHOENCHBIMM PELLEHUSIMU:
KapTbl, Qr-kogbl, MOBUITbHbIE NPUNOXEHWS, YaT-
OaHKWHr, coL,.ceTun

OTa apxuTekTypa 3apoaunachb cHavana B Buge
ButkomnHa. Catocm HakamMoTo BbINOXWN KO U CO
BpeMeHeM Ha 6a3e aTon cuctembl obpasoBanmcb
TbiCAYM NPoekToB. CTOUT OTMETUTb OFPOMHbIN
ycnex Takoro nogxoaa.

Ho 310 pelueHune Obino peann3oBaHO AEBATb NeT
Hasag, 1 cenyac MOXHO NPeanoXnTb caenartb
©onee NPorpeccuBHbIE PELLEHNS.

Moyemy Gnok4enH?

Mcnonb3oBaHne 6nokyenHa ddmpruyma ans
peanusaunn npoekta Humaniq nossonser
ApYyrMMm ctaptanam HanpsiMyr MCnosib3oBaThb
AOCTYN K KNMeHTcKon 6ase, MalMHHOMY

New Generation Banking Concept — Bank 4.0
Finance Uberization (Chapter 6)

In modern literature — “Digital Bank” by Chris
Skinner, “Bank 2.0” and “Bank 3.0” by Brett King
— leading experts say that bank is set to become
an open platform having open API to integrate
open data startups and act as uniting element for
social networks, games, etc.

I look at financial market through a blockchain
lens, because over the last years | have devoted
my time to active investigations and experiments
in this field. And in consideration of
communication with the leading experts in
financial and fintech branch, | got a picture how a
model of future financial institution can look. It will
be represented in form of three layers.

- foundation — blockchain as open platform
that serves as processing, bill and finance
generation

- the next layer — swarm of projects
transforming business model: instead of bank
crediting — p2p-crediting, insurance, data based
business models, reputation and scoring
systems...

- The final layer: businesses operating with
interface solutions: cards, gr-codes, mobile
applications, chat banking, social networks.

This architecture was born initially in form of
Bitcoin. Satoshi Nakamoto released the code and
after a while thousands of projects were created
on the basis of this system. It should be notes
that such approach scored a great success.

But this solution was implemented nine years
ago; and now more advanced solutions can be
offered.

Why blockchain?

Using the Ethereum Blockchain for
implementation of Humaniq project allows other
startups to use access to client database, open
data machine learning directly. And this is without




00y4eHMI0 Ha OTKPbITbIX AaHHbIX. U aTO 6e3
cornacoBaHus paspeLLeHnin co cnyxbamm
6e30nacHOCTU, U AOKa3bIBaHUS, YTO MPOEKT
MOXeT cpaboTaTb, Kak 3TO npomcxoauT B paboTte
C (PpMHaAHCOBbLIMWN OpraHn3aunaMm “ctaporo
TMna”.A Takke ncnonb3oBaHne GnokyenHa
Ethereum, no3BonseT cpasy 3akpbiTb BOMPOCHI,
cBsi3aHHble ¢ 6e30nacHOCTLI0 BroKYerHa,
ManHWHra n Kommccui ans 6opbbbl ¢ ppogom.

Moyemy MOBUNbHBIN KOLEenek?

[aBanTe nepengem Kk TpeTbemy Kpyry. [lovyemy
Humaniq ans peanusaummn nepBoro peLueHust
ncnonb3yeT MOBUbHbIN NHTEpdenc? Kak MOXHO
y3HaTb 13 rnasbl “TpeHabl UNu aHanuTuka’,
CyLlecTBYeT 3Ha4YUTENbHbIN NOTeHuMan ans
oKasaHusi PUHAHCOBBIX YCNyr Yepe3 MobunbHble
TenegoHbl rpynnamM HaceneHns, UMeLLnm
HW3KWUI YPOBEHb 06CIyXNBaHWS B
passuBatoLmxcs crpaHax (McKensey).

Monb3oBartenu cmaptdoHoB — 1,2 munnuapaa
(19 %).

Monb3oBarenu MobunbHbIX TenegoHoB — 3,5
munnuapgaos (57 %).

Mpwn nokpbITN MobUNbHOM ceTn — 5,5

munnuapgos (88 %).

MpumepHas obLasn YMCNeHHOCTb HaceneHns
pa3BuBaoLLUXCa CTpaH — NpUMepPHoO 6,2
Munnuapaa.

BTopada npuyuHa: pyTnHy Bepudmkauum rno
nacnopTy Ui 3fIEKTPOHHOM MoYTe, Mbl
3ameHsem 6uo ngeHtTudukaumen. Ha gaHHbIN
MOMEHT anropuTMbl ANA HENPOCETEN HAYYUITUCH
naeHTudmUnpoBaTh NO4eNn no nuuy ¢
HEBEPOATHON TOYHOCTLIO.

M ons nogknio4vyeHns panoHoB, He BKIKOYEHHbIX B
9KOHOMWKY, Mbl pa3pabaTtbiBaem NnporpammMmHoe
obecneyeHne Nog camble AeLleBble annapaTHble
pelweHnst Ha Android 5.0: cmapTdoH 3a 10—15%.
MogobBHoro ycTporcTBa 4OCTAaTOMHO A4S
YyCTaHOBKM MOBUNBHOrO Kolernbka, Tam ecTb
dpoHTanbHaa kamepa u MUMKPodoH Ans
NPOXOXAEHUS nOeHTUMUKaunn.

Mpouecc npoxoxaeHus bnongeHTudurKaumm
OyneT cocToAaTb U3 KoMOnHauum MeTo0B
noeHTuguKaumm, To 3To yBennumaeT
BEPOATHOCTb NOSTy4YEHNSA MOYTU CTONPOLEHTHOM
naeHTndmkauun. CTouT oTMETUTb, YTO
ncnonb3oBaHne Hardware-peweHnn, Takumx,
HanpuMep, Kak CKaHep oTnevartka nanbua, He

coordination with security services and proof of
that fact that project can work as it happens in
work with “old style” financial institutions. Using
the Ethereum Blockchain also allows at once to
close all issues connected with blockchain
security, mining and commissions against fraud.

Why mobile wallet?

Let's come to the third circle. Why does Humaniq
use mobile interface to implement the first
solution? As we can learn from the chapter
“Trends and analytics”, there is a significant
potential to render finance services via mobile
phones to the population groups having low
service level in developing countries (McKinsey).
Smartphone users — 1.2 billon (19%)

Mobile phone users — 3.5 billon (57%)

With mobile network coverage — 5.5 billion (88%)
Approximate overall population in developing
countries — about 6.2 billion.

Second reason: we replace routine passport or e-
mail verification by bio identification. Nowadays
algorithms for neural networks are able to identify
people by face recognition with incredible
accuracy.

In order to connect districts not included into
economy, we develop software for the cheapest
hardware solutions on Android 5.0: smartphone
that costs $10-15. Similar device is sufficient to
install mobile wallet and it is fitted with front-
facing camera and microphone to pass through
identification.

Process of passing through bio identification will
consist of combination of identification methods
and this enhances the likelihood to get almost
100% identification. It should be noted that using
hardware-solutions such as, for example,
fingerprint scanner does not exclude the
possibility of signal spoofing at the hardware




NCKITI0YaeT BEPOATHOCTU UMEEIOT BEPOATHOCTb
nogaenku curHana Ha xapgBepHoOM ypOBHe.
MoaToMy Ham BakeH Habop AaHHbIX, KOTOPbIN
HanpsaMy NocTynaeT OT nosib3oBaTens K
noeHtTndmumnpytowen cucteme. Takum Habopom
AaHHbIX SBnseTca: poTorpadus nuua, 3annucb
Bnaeo (cepumn potorpadun, ans dukcaumm
MUMUWYECKMX NATTEPHOB) M 3anuchk ronoca. W,
COOTBETCTBEHHO, (PpOHTanbHas kamepa u
MUKPOOH cenyac rnpucyTCTBYHOT BO BCEX
ycTponcTBax. [Ansa Toro, 4Tobbl n3dexaTb
noggenku, ctout gobasuts ID ycTponcTea n
reHepartop cnyyamHblx 6ykB 4118 NPON3HECEHNS
4YenIoBEKOM BO BpeMS 3anncu. ITo UCKNYaeT
ncnosb3oBaHne 3apaHee NoAroTOBIEHHbIXE
ayauvo gopoxekun. BU nogaernka B aTom cnyyae
nogaenka byget TpeboBaTtb co3gaHusA BOMbLUMX
6ubnuoTtek ons Bblbopa HEO6XOAMMON 3BYKOBOW
AOPOXKN. BO3MOXHO, CTOUT 3aMeHATb Kakne-To
3NEeMEHTbl MOXHO 3aMeHATb, A06aBNATbL 3agaydn
Ha pacno3HaBaHue, CAPTCHA u . 4.

Takxke ¢ uenbto 6€30MacHOCTU, B paMKkax
CMapTKOHTpaKTa crieytoLlero nokoneHus byaer
3anporpamMmmMmpoBaHa CKOPUHIroBasi Moaesb Afs
nepcoHanbHOM aMUcCcUN B BUAE “CKOPUHIoBOM
dyHKuMn” (B rmaee “MaTematnyeckas Moaenb
amuccumn” nogpobHee onncaH 3TOT MEXaHU3M).
CKopuHrosas oyHKLMsS AOSKHA coaepXaTb
napameTpbl, KOTOPblE C OOHON CTOPOHbI ByayT
4YeTKO oTcemBaTb AeNCTBUA poboTOoB, a C ApYyrom
ynyywaTb Kanutanmsaumtio.

Llenb npoekra:

- WHTerpupoBaTb 1 mnpa nogen,
OTKITHOYEHHbIX OT MEXAYHapOaHOro
npeanpvHMMaTenbCKoro coobLlecTaa.

- BnaroTBopMTENBHOCTbL: MOMOYb
GnaroTBOpUTENbHBIM OpraHM3auusM OKasbiBaTb
TapreTmpoBaHHyt nomoLllb. Begb ctonmocTtb
AOCTaBKN (OMHAHCOBOW NOMOLLM B
AenpeccuBHbIE PEMMOHbI BbILLE, YEM B KOHEYHOM
cYeTe A0CTaeTCsA KOHKPETHBIM OOSM.

- BkntoyeHne B cBobogHoe
npeanpvHMMaTeNbCKOe NPOCTPaHCTBO YNyyLImnT
©narocoCcTosiHMe B 3TUX permoHax (cpunaHc,
AEHeXHble nepeBoabl), CHA3UT MUrpaLMoOHHOEe
AaBfieHne Ha pasBUTble CTPaHbI.

- CamocTtosaTenbHoe “CTponTenbCTBO”
NHPACTPYKTYpPbl ANS KOMMYHUKaLMN B
pa3BUBAIOLLNXCSA PEMMOHAX.

level. Therefore, data set coming directly from
user to identification system is important for us.
Face photo shot, video recording (series of photo
shots for mimic pattern fixation) and voice
recording belong to such data set. And,
respectively, now all devices are fitted with front-
facing camera and microphone. To avoid fake,
you should add device ID and random letter
generator to be pronounced by human voice
during recording. This eliminates use of audio
tracks prepared in advance. In this case VI fake
will require creating large libraries to select
necessary audio track. Perhaps it is worth to
replace some elements and it is possible to
replace, add recognition tasks, CAPTCHA, etc.

Scoring model for personal emission in form of
“scoring function” (this mechanism is described in
details in chapter “Mathematic emission model”)
will be also programmed for security purposes
within the bounds of next generation smart
contract. Scoring function should contain
parameters that, on the one side, will clearly sift
out robot actions and, on the other side, will
improve capitalization.

Project objective:

- To integrate 1 billion people disconnected
from international business community.

- Philanthropy: to help philanthropic
organizations to render targeted assistance. In
fact, cost of financial assistance delivery to
depressed regions is higher than particular
persons can ultimately obtain.

- Inclusion into free business community will
improve prosperity in these regions (freelance,
money transfers) and reduce migration pressure
on developed countries.

- Independent “construction” of
infrastructure for communication in developing
regions.




Taknum o6pa3om NPOEKT BKIOYAET B cebs camble
NPOrpeccuBHbIE N MAaCcCOBLIE TEXHOMNOIMU: B
OCHOBe OJToOKYelH C BO3MOXHOCTbIO
NnoaK4YaTbCsl CTOPOHHUM MPOEKTaM,
MOBunbLHOE NpuUnoXxeHune, bnongeHTUMKaLms.

Bbeanuebi untatenb MOXeT ckasaTtb, YTO Y
3TON CUCTEMbI ECTb PSS LLEHTPANN30BaHHbIX
MECT, KOTOpble HecyT B cebe puckun. Ho Ha aTo
€CTb OTBEThI:

1) KaXkabl NONb30oBaTeNb MOXET
ncnosib3oBaTh KNneHT-kowenek Ethereum, He
NCNosnb3ysa JONONHUTENbHbIE CEPBUCHI.

2) CTOUT NpU3HaTb, YTO NOAABNAIOLLEE YNCIO
nonb3oBaTenen GUTKoMHa Nonb3yeTcs
‘cepBuncamm-HaacTponkammn” Hag NPOTOKONIOM
OMTKOMHA - 3TO HOpManbHasa paboTa nnaTexXHoOn
CUCTEMbBI N 'y HAac NPUMEPHO Ha 3TUX XKe
npyHumMnax byaet ctpoutbes paboTa. A T.K.
BOMNpoCbl 6e3onacHoCcTn ceTn Ha cebs bepeT
Ethereum, 310 no3BonseT cokycmpoBaTbCs Ha
KITMEHTOOPNEHTNPOBAHHOMN
AeueHTpann3oBaHHON GM3HeC Moaenu.

3) B OTHOLLUEHNN BronaeHTudmkaunm n
MOOMMBHOrO Kowernbka, Mbl bByaem aBuratbCs B
CTOPOHY OTKPLITOro Koga v B AarnbHenwem
AeueHTpanusauum (npegnocbifiku ON1CcaHbl B
rnaee “[MpobnemMbl KpUNTO 3KOHOMUKUN U
npegnocbInkn npoekra”).

4) NOMMMO BCETrO BbILLENEPEYNCITIEHHOIO
cTpaTernen pasBuTus CEPBMUCOB ABNSETCS
AeueHTpann3oBaHHON BM3HeC Modenu - To eCcTb
CTMMYIMPOBaHNE CO30aHUSA HECKONbKMX
MOBUIIbHBIX KOLLENBKOB CTOPOHHUMM
KomaHgamu, YyaT-60ToB, cepBMcoB 0OMeHa,
npenocTaBneHns ycnyr u T.4.

5) [Moka HET TEXHONOrMYECKON BO3MOXHOCTH
noMecTnTb bBuongeHTnpukaumo B 0Nok4enH, Ho
TEM HE MEHEE, eCf Cenyac eCTb BO3MOXHOCTb
NOMOYb JIIOAAM M Pa3BUTb IKOCUCTEMY
KpUNTOSKOHOMMWKMN, 3TO HEO6X0AMMO caenartb.

Thus, the project includes the most advanced
and mass technologies: blockchain is the basis
with connectivity to off-side projects, mobile
application, bio identification.

Scrupulous reader may say that this system has
a number of centralized places carrying risks. But
there are answers to this:

1) Each user can use Ethereum client wallet
without using additional services.

2) It should be admitted that Bitcoin protocol
add-ons services are used by overwhelming
majority of Bitcoin users; and this is normal
operation of payment system, and our operation
will be based approximately on the same
principles. And since security issues are
undertaken by Ethereum, this allows to focus on
client-oriented decentralized business model.

3) With reference to bio identification and
mobile wallet, we will move towards open source
and hereafter decentralization (prerequisites are
described in the Chapter “Crypto economics
problems and project prerequisites”).

4) Besides the above-mentioned, service
development strategy is decentralized business
model, i.e. stimulating creation of several mobile
wallets by third-party teams, chat bots, exchange
service, service rendering.

5) There is no technology opportunity now to
put bio identification into blockchain, however if
now there is a possibility to help people and to
develop eco system of crypto economics — it
should be done.




